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Abstract: By studying the problems existing in the existing malicious network traffic detection technology, a hierarchical autoencoder (HAE)
ensemble model is proposed, which gets rid of the dependence of traditional detection methods on sample labels and attack samples by un-
supervised learning, learns various distribution characteristics of normal traffic by hierarchical integration, and improves the detection effect
of single autoencoder. Different from the existing ensemble learning methods, HAE learns the samples that the previous self-encoder does
not learn well in a serial way, which reduces the training and testing time. Simulation results show that HAE has a higher detection rate than
traditional anomaly detection methods.
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